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FICAS SECURITY MODULE MAINTENANCE INSTRUCTIONS

Overview

The FICAS securily moduie allows administrators to manage users and thelr access 1o site dala
and functionaiity. The security module determines user access to system features at the agency,
user type, and user identification levels. Users may or may not be permilted to inquire into or
update system files and tables.

Users are required o aliend & VFA certification training prior to gaining access 1o the FICAS
System.

Policy

The security module is currenily conirolled by VFA. The Auditor of Public Accounts approves all
system users and changes that VFA completes in the security module. It is the responsibility of
each agency's FICAS Security Oficer 1o ensure that adequate internal controls exist within that
agency to preveni unauthorized access 1o ondine FICAS daia, and that each logon D
{identification number) is assigned to an individual, not to a group or section.

FICAS Security Officer
Each agency head is responsible for designating an individual as the FICAS Security Officer. In
addition, each agency head will serve as an ex officio FICAS Security Officer,

Duties of the FICAS Security Officer

The primary purpose of the FICAS Security Officer is to control, within APA consiraints, an
agency's access to FICAS by ils personnel, in addition, this position serves as the key liaison
between APA and all agency personnel who interact with FICAS, submit data to FICAS, and hoid
an interest in FICAS reports, The FiCAS Securily Officer is responsible for the following at a
minimurm,

+  Maintenance of a comprehensive intra-agency system of internal conirol over
both online and offline access to FICAS iables and fies, within the consiraints
described in this section.

«  Maintenance of a current mailling address on the APA mailing list, "FICAS
Security Officers.” Requesis for additions or changes to the APA mailing list for
FICAS Security Officers must meet the following specifications.

Address: U 8. Mail
Katie Colling, FICAS Project Manager
Auditor of Public Accounts
Post Office Box 1295
Richmond, VA 23218
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Other Delivery:
Katie Colling, FICAS Proiect Manager
Auditor of Public Accounts
8th Floor, Monroe Building
101 North 14th Sireet
Richmond, VA 23219
Format: Hequest must be typed on agency letterhead.
Authorlzation: Must be signed in full by FICAS Security Officer.
Data Required: Agency Name and Number

FICAS Name and Signature

Agencies for which the Change is Effective
Efeclive Date

Mailing Address

= BReceipt and dissemination of documentation to all agency operating personngl
requiring FICAS policies and procedures.

+ Notation of the FICAS Securily Officer will be accomplished by completing the
FICAS  Secuwrity Module Maintenance Form  on  APA's  website
{www.apa.virginia govideferred maintenancehm). This  form  should be
compieted and submilted to FICAS @apa.virginia.gov. Due to the crilical nalure
of the Security Officer function and the need io mainiain continuity in agency
FiCAS operation, APA requires the naming of a FICAS Security Officer on the
individual's Security Form. Also, the agency head is empowered o act as a
FICAS Security Officer, whether or not Security Officer designation appears on
the Security Form.

LIMHTATION: One designated Security Officer per agency number, not including
the agency head.

Security Officer Scope of Authority

The FICAS Security Officer may authorize access, within APA consiraints, to FICAS, for the
agency number that corresponds to the FICAS Security Module Maintenance Form designating
Security Qfficer status. However, ¥ a control agency's signalure card designates Security Oficer
status, that staius is valid for that conirol agency as well as any “controlled" agencies.
Control/controlled agency relationships are defined by CAPP Manua! Topic No. 80104, "Agency
and FiPS Codes.”

FICAS Security Module Maintenance Form (FICAS Access Form)

An electronic copy of this form can be located on the Auditor of Public Account's website at
WwWWw.apa virginia.qoy. using the link FICAS - Deferred Maintenance.
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Follow the procedures below when submitting FICAS Security Module Maintenance Forms fo
APA for eniry to FICAS. Insiructions are provided for each of the major componenis of the
Access Form ingluding the:
* User identification
Function
Role
Data View
Assets
Projects - Plan Group
Cost Model Group

* & & & & &

User ldentification Elements
The five elements which identify each user on the Security Form are the User Name, User Phone
Number, User Title/Job Responsibilities, User Email Address, and User Agency.

User Nome
USER NAME is a field that contains the user's English name.

User Phone Number
USER PHONE NUMBER is a field that contains the user's telephone number at which they can
be reached.

User Tile/Job Responsibiiities
USER TITLE/JOB RESPONSIBIUTIES Is ¢ field that identifies why the user needs access 1o the
system based on thelr job requirements.

User Email Address

USER EMAIL ADDRESS is a field that contains the user's full state email address. An agency
can not obtain access for a user without an e-mait address. This e-mail must belong to the
designated user.

User Agency
The USER AGENCY is a field that identifles the siate agency with which the user is associated.

Function

The function codes used to update the FICAS Security Module are:
Add = Add a new user 1D 1o the sysiem

Change = Change user iD in the system

Delote = Delele user D from the system

Role
The ROLE component of the FICAS Security Form includes four access possibilities
(Adminisirator, Assessor, Manager, or Pianner),
« Administrator has dghts 1o the enfire vaficosvigfacility.com site. APA s
the only agency ¢t this ime with these rights.
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»  Assessor has access 1o view and use data for their agency only. Within
thelr agency, assessor users have create and edit access 1o the Asset
Module, read-only access 1o the Projects Module, and read only access
1o Cost Modules,

+  Manager has access 1o view ond use data for their agency only, Within
thelr agency, managers have create ond edit access 1o the Asget
Maoduie, full access (create, edlf, and delete) 1o Projects Module, and full
access to Cost Models.

+  Plonner currently is defined the same as Manager,

Data View

The DATA VIEW component of the FICAS Security Form includes two view possibilities
{Statewide or Agency). Most individuals will have agency view access. The Stalewide view
access only applies to the Department of Planning and Budget and Department of General
Services. The State Council for Higher Education of Virginia may acquire access for all colieges
and universities.

Assels

The ASSETS component of the FICAS Security Form includes four access possibilities (Full,
Create, Edit, and Read-only). See Appendix A for additional explanation of Full, Create, Edit, and
Read-only,

Projects
The PROJECTS component of the FICAS Security Form includes two access possibilities (Full
and Read-only), See Appendix A for additional expianation of Full and Read-oniy.

Cost Models

The COST MCDELS component of the FICAS Security Form includes two access possibilities
(Full and Read-only}. See Appendix A for additional explanation of Full and Read-only.

APA Control Restrictions

APA wili review each of the FICAS Security Module Maintenance Forms for approval. incorrectly
prepared FICAS Security Forms will be returned o the agency. APA will not correct any errors or
omissions on the form,

1. The form must be typed or legibly printed in ink,

2. No erasures, correction Huid, correction tape, or other alterations may appear on the
FICAS Security Form.

3. For any changes io a given user 1D on the FICAS Security Form, only the data to be
changed should be entered on the Form.

4, The original copy of the form must be submited 10 the APA.

APA Submission
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Upon completion of the FICAS Security Module Maintenance Form, agencies are vequired o
submit the form to the APA. This form can be submitied via fax (B04-786-55983 Atiention: Katie
Colling, FICAS Project Manager) or emall (FICAS@apa.virginia.gov) 1o expedite the process of
obtaining access to the system. But the original copy of the access form must be mailed 1o the
APA at Auditor of Public Accounts; Attention: Katie Collins, FICAS Project Manager; P.O. Box
1295; Richmond, VA 23218. Upon compietion of the addition, deletions or changes, APA will
return a confirmation copy to the agency. Please review this copy to ensure that the changes
made to the security table record are as you intended. If an error is noted on the security form, a
new form must be compieted and resubmiited 1o APA,

internal Control

The conirol of an agency’s access to FICAS is vital. The FICAS Security Qfficer is responsibie for
a comprehensive sysiem of internal control over both on-line and off-line access to FICAS tables
and files. This access conirol is vital 10 ensure the integrity of transactions submitied to FICAS.
Users shoukd ensure that they are not sharing user identifications and passwords. This
information Is user specific.

Records Retention

Security Table Maintenance Forms must be retained for three (3) years or until audited by the
Auditor of Public Accounts, whichever is longer,

APA Contacts

Katie Collins, FICAS Project Manager, 804-225-3350, Katherine, Colling @ apa.virginia.gov

DeAnn Compton, FICAS Project Direcior, 804-225-3350 ext, 344;

DeAnn.Compton @apa.virginia.gov

References

VFA facility 8. 1.4 Administration Guide
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FICAS System Application — Security Manual
Appendix A

Reference: VFA facility 6.1.4 Administration Guide
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Part 1; Security Module

Assats
Task 4 Full Access  Create”  Edit  Read-Only  No Access
View asset? Yeas Yes Yag Yes HNo
Ldit assol ficikds? Yeas Yes Yes Mo Nes
Copy assat? Yaz Yes Yes Yes No
Paste assof? (pormission- - Yes . Yes o No No
needed for the campus). .~ -~ I ’
Move assel;? {permission Yes No Ne HNa 31¢]
needed for the assel}
Bove asset? (permission Yes . Yas Moo Mo Wi
negded ff the campus)
Delele asset? Yas ) MG Mo N
Create assat? Yes Yes No No Noy
Create, modify link and iy Yo Yeg N Mo

talata asset subordingls?™

= Llsers have Fall decess to dhe asseis thar they creaie imtil the privifege Is changed,

¥ Avset subordinatos include rooms, asserdlizs, reguiromonts, aofivin, photos and AT degseings,

Proiect Groups

To gecess the Projects modale, & wser ueeds the Project Planning capsbiy. See dbowr Cuvaba

fidw O page

i,
Task 4 Full Access  Create Edit  Read-Only  No Access
Visw project group? e Yes Yas Y Nz
Edit project group fields? - Yes Yes . Yes .. Ne No
Add & oroject o @ plan in Yoy Yon Yas No N
oroject group?
Delete & project from a plan Yag Y Yoy Ny iy
¥y & project group?
Croate proects and plans Yas Vg Mg Ho Bo
i projecl group”
£dit projects and plans in Yes o Yos No Mo
project group? T
Oetele projects and plgns in Y&s No® biy Ng Mo
project group’? 7
Copy project in projest Yas Yas Yes Ve No
group¥ :
Pazie project in project Yos Yo Mo MNo Mo
group? {permission needed
fow protect groun;
Move propect? [Dermission Y Yoo Mo £ 28} R
needed (or e project
Group}



Task +

Part 1: Becurity Module

Full Access Create Edit Read-Only No Access

Mowa project? (permission
ngeded for project)

Add raquirement 1o project?

Creaie proect group?
Copy/Faste project group?

Uolete project group?

Yo No® No No No

User needs al feast Read-Only accessto the asset, and at least Edit docess to-

Hhe profect group.

User needs alleast cofault Create aceoss @ project ghouns.
User naods at least defailt Create acoess o project groups.

User needs al least default Full socess o project groups.

Pl wser fas Fulf dceess o prajvets and plans dad their craase uniif the privitege = charged.

*E When weding Bt o fivead plan v Projest Cadendar, o wver with uecess fo she fisead plan coni view audd
word Witk any projects in that gl sncluding projecis added from other praject groups that the 1ser way
aod fave gecess privileges 1.

Cost Model Groups

Task + Full Access Read-Only Access
YView cost madel” Vs Yes

Assign cost modet o Yoes Yeu

aszal?

2dif cost mode] felds? Yes No

Delete cost model? Yes No

Craale cost mods? Yos My

Copy cost made]? Yeas N

Craate cost modet groun? Only Adminigrators can craale cost modet groups.

Dedsto cost modal group? Oniy Administrators can delate oozt modet groups,

Reports and Forecastis

Wihen a user gonerates a repont, funding zialysis, or Data Browser uery, it will not contain dato 1hat 4 user
hus No Access to.



